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Y BENEFITS

Minimized attack vector

+ Ongoing standards compliance

+ Easy security configuration

« Protection of data at rest

» Protection of data in transit

« Controlled access to data
+ Actively monitor PCI DSS

compliance

AUTHENTICATION AND SECURE DATA TRANSFERS
WITH SFTP-READY FTP CLIENTS

Transfer files over SFTP/SSH

The SFTP module for the Enhanced File Transfer™ (EFT™) platform enables
authentication and secure data transfers with SFTP-ready FTP clients such
as CuteFTP®.

Secure connections

EFT with the SFTP module validates the integrity of transmitted data, allows
certain encryption algorithms for maximum security, or allows all available
types for maximum flexibility. You can create key pairs, manage keys, import/

export keys and specify the allowed key (identify file) for a user account.

You can specify whether connecting clients and trading partners supply a
public key (identify file) for dual-factor authentication, in addition to standard

password authentication.

Easy administration and integration

SFTP provides a single connection port for transversal of firewalls, with one-
click setup, cross platform support, maximum connectivity coverage, enhanced
management of keys, ciphers, and MACs, and greater identity protection
through public key authentication. Built-in file-integrity checking and detailed

logging determine exact reasons for success or failure of SFTP sessions.

The SFTP module is included in EFT Enterprise. SFTP can be enabled in EFT
SMB with the purchase of the module.

**% CuteFTP 9.0 - build Jun 25 2013 ***
STATUS: > [5/1/2015 1:29:05 PM] Getting listing *../KBAttachme
STATUS: > [5/1/2015 1:29:05 PM] Resolving host name kb.globa
STATUS: > [5/1/2015 1:29:05 PM] Host name kb.globalscape.cor
STATUS: > [5/1/2015 1:29:05 PM] Connecting to SFTP server...
STATUS: > [5/1/2015 1:29:07 PM] Getting working directory...
STATUS: > [5/1/2015 1:23:07 PM] Home directory: /
STATUS: > [5/1/2015 1:29:07 PM] Connected successfully.
STATUS: > [5/1/2015 1:29:07 PM] Getting listing for directory 'K
STATUS: > [5/1/2015 1:29:07 PM] Getting working directory...
STATUS: > [5/1/2015 1:29:07 PM] Directory listing completed.




ABOUT GLOBALSCAPE

Globalscape is an innovative software company that secures mission-critical exchanges of data across
multiple platforms - including remote and mobility solutions - for businesses worldwide. Through superior
software, standards compliance and experienced, reliable support, Globalscape secures information exchange
for individuals, global enterprises, governments, and small and medium enterprises across a wide range of

industries.
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